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Executive Summary  

DoD agencies are struggling with how to utilize existing acquisition methods to acquire cloud services that use 

consumption and rate-based business models. Cloud computing presents an enormous paradigm shift from the 

usual acquisition model for acquiring traditional Information Technology (IT) services. An understanding of how 

to acquire IT ñas-a-serviceò must be addressed in order to obtain the benefits that these services can provide. 

The technology is mature and available commercially and therefore a lesser concern than the existing business 

and contracting models. This Guidebook provides information and best practices that will allow programs to take 

advantage of the opportunities provided by cloud services.  This new paradigm requires agencies to understand 

how to acquire critical services and re-think not only the way they acquire IT services in the context of 

deployment, but also how the IT services they consume provide mission and support functions on a shared 

basis. This Guidebook also includes information on the importance of understanding the commercial cloud 

environment as well as how solid planning can avoid potential risk areas such as vendor-lock and hidden costs. 

The December 2018 DoD Cloud Strategy laid out clear objectives required to meet warfighter needs.  

ñDoD will continue to rely on its ability to process and disseminate information for military operations, intelligence 

collection, and related activities. To ensure this, the Department must address the unique mission requirements 

through a multi-cloud, multi-vendor strategy that incorporates a General Purpose cloud and Fit For Purpose 

clouds (reference Appendix A of the DoD Cloud Strategy). To this end, this strategy will design objectives around 

solving these strategic challenges: 

Å Enable Exponential Growth 

Å Scale for the Episodic Nature of the DoD Mission 

Å Proactively Address Cyber Challenges 

Å Enable AI and Data Transparency 

Å Extend Tactical Support for the Warfighter at the Edge 

Å Take Advantage of Resiliency in the Cloud 

Å Drive IT Reform at DoD ñ 

The DoD Digital Modernization Strategy signed in July 2019 also laid out the DoD CIO vision which includes four 

top priorities: Cybersecurity; Artificial Intelligence (AI); Cloud; and Command, Control and Communications (C3) 

(See Appendix F of this Cloud Guidebook for the full references.) 

This Guidebook will aid in implementing this strategy by providing a broad overview of Cloud computing 

terminology and concepts in addition to detailed considerations for DoD Personnel based on their roles and 

responsibilities in the acquisition of IT capabilities.  

The Guidebook is aligned with DoD Instruction (DoDI) 5000.02, DoDI 5000.74, DoDI 5000.75, the Defense 

Acquisition Universityôs (DAU) Introduction to Cloud Computing (CLE 075), and the Defense Acquisition 

Guidebook (DAG).  Other key references include: 
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 15 December 2014 DoD CIO memo regarding Updated Guidance on the Acquisition and Use of Commercial 

Cloud Computing Services defines 

 The Federal and Department of Defense (DoD) Cloud Computing Strategies 

 The DoD Joint Information Environment (JIE)  

 The DoD Chief Information Officerôs DoD Cloud Way Forward 

 NIST Guidelines on Security and Privacy in Public Cloud Computing 

 The DoD Cloud Computing (CC) Security Requirements Guide (SRG) 

7. Financial Statement Audit Requirements for Service Organizations (DoD Cloud Way Forward) 

8. DOD Cybersecurity T&E Guidebook v2, Change 1 April 2018; Addendum: Cybersecurity T&E of DoD Systems 

Hosted on Commercial Cloud Service Offerings. (https://www.dau.edu/cop/test/Pages/Documents.aspx) 
 

 

For a full list of references, refer to Appendix F: References.  
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1  Overview 

1.1  Audience 

With this Guidebook, executive sponsors, program managers (PMs), contracting officers (COs) and their staffs 

can clearly understand and be confident about their cloud acquisitions and associated deployments. The 

Guidebook has chapters designed to provide specific and tailored information for PMs, Contracting personnel, 

Engineers/IT Technical personnel, Financial Managers, Attorneys, and Cybersecurity personnel. Those 

individuals familiar with cloud concepts can go to the area of the Guidebook that outlines considerations that 

apply directly to their area of responsibility. 

1.2  Applicability 

The best practices information provided applies to all DoD acquisition programs and systems that have 

applicable requirements (e.g., defense business systems (DBS), national security systems, weapon systems, 

non-developmental items) regardless of their acquisition category (i.e., ACAT I, IA, II, III, IV) or their phase of the 

acquisition life cycle. Programs not required to follow DoDI 5000 series guidance will also benefit from following 

this Guidebook. The following provides definitions for basic cloud terminology. For a complete Glossary of terms 

used in this Guidebook, reference Appendix D.  

1.3  Basic Terminology 

Table 1. Definition of Basic Terms 

Term Definition 

Application Within the context of cloud computing, the term application may refer to either a cloud-

enabled software offering as a service, web or mobile application (e.g. Facebook), or an 

application that exists on a virtual machine (e.g., Linux application). It is therefore 

preferable to clarify that type of application when using the term to avoid confusion. 

(NIST).  

The DoD CIOôs definition may be more applicable for application owners looking to 

migrate to a cloud environment: An (IT) application is a conglomerate of ñcomponentsò 

that provide or support a business function. To perform this business function an 

application is defined to consist of the architectural set of items (components) that are 

needed to provide this business function.   

Application 

Rationalization 

The reorganizing of an application portfolio to streamline the portfolio, by replacing, 

retiring, modernizing or consolidating applications, in accordance with a desired 

business outcome. (See Appendix F References for CIOôs Cloud Smart Application 

Rationalization Playbook) 
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Table 1. Definition of Basic Terms 

Term Definition 

As a Service 

(aaS) 

The term ñas a [cloud] Serviceò is a suffix describing a computing capability that 

supports all five essential characteristics of cloud computing.  

Authorizing 

Official 

The individual or entity responsible for accepting the risks associated within a given area 

of responsibility. 

Big Data An umbrella term referring both to the methods surrounding the use of very large data 

collections, and the characterization of efforts having a high degree of data volume, 

velocity, and variety. Reference Appendix G, Cloud Data Guidance for Cloud specific 

considerations.  

Capital 

Expenditure 

(CAPEX) 

The cost to buy fixed assets or to add to the value of an existing fixed asset with a useful 

life extending beyond the current year. 

Cloud Access 

Point (CAP) 

A DoD system of network boundary protections and monitoring devices through which 

cloud services outside the DoD network security boundary must traverse to connect to 

resources inside the DoD network security boundary. 

Cloud Bursting An application deployment model in which an application runs in a private cloud or data 

center and bursts into a public cloud when the demand for computing capacity spikes. 

Cloud Computing Cloud computing is the delivery of computing servicesðvia servers, storage, databases, 

networking, software, analytics, and moreðover the Internet (ñthe cloudò). It is a model 

for enabling convenient, on-demand network access to a shared pool of configurable 

computing resources (e.g., networks, servers, storage, applications, and services) that 

can be rapidly provisioned and released with minimal management effort or service 

provider interaction. 

Cloud First The policy announced in December 2010 by the U.S. CIO to accelerate adoption of 

cloud computing across the Federal government by directing agencies ñto evaluate safe, 

secure cloud computing options before making new investmentsò in information 

technology. 
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Table 1. Definition of Basic Terms 

Term Definition 

Cloud Security 

Requirements 

Guide (SRG) 

The DoD document that provides the security requirements and guidance for cloud 

services; establishes the basis for granting DoD provisional authorizations; and provides 

guidance to DoD mission owners regarding the use of cloud services 

Cloud Service 

Customer (CSC) 

Cloud Service Customer. Sometimes referred to as the customer or the cloud consumer. 

Cloud Service 

Providers (CSPs)  

A service provider that owns, maintains and enhances its services, and houses those 

service elements in a location that it owns or manages. Companies offering computing 

services over the internet typically charge for cloud computing services based on usage, 

similar to how consumers are billed for water, cell phone plans, cable TV plans or 

electricity.  

Cloud Service 

Offerings (CSOs)  

The range or types of services offered by a CSP.  A single CSP may have many CSOs. 

Cloud Enabled A software application or workload that is both ready to be hosted in an infrastructure-

based cloud environment and has some capability to leverage the cloud characteristic of 

rapid elasticity. The expectation is only a minimal amount of configuration effort would 

be required to deploy (or re-deploy) the application in the cloud. 

Cloud 

Infrastructure  

The collection of hardware and software that enables the characteristics of cloud 

computing. The consumer of a cloud service does not manage or control the underlying 

cloud infrastructure. Cloud Infrastructure is represented in SP 500-292 NIST Cloud 

Computing Reference Architecture (CCRA) within the óResource Abstraction and 

Controlô layer and Hardware layer.  

Cloud Smart New Federal government cloud strategy. The policy looks to build on Cloud First by 

ensuring the technology fits the mission that youôre trying to serve. While the 2010 Cloud 

First policy asserted the potential benefits of cloud, Cloud Smart will stress mission 

outcomes. The Cloud Smart policy establishes workforce, procurement and security as 

the main pillars of the strategy, three areas often linked together when talking about 

current IT modernization. 
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Table 1. Definition of Basic Terms 

Term Definition 

Computer 

Network Defense 

(CND) 

The defense and protection of networks and information systems, detection of threats, 

and response to incidents. 

Containerization Containerization is an OS-level virtualization to deploy and run distributed applications 

without launching a separate virtual machine for each application. It is an alternate 

method to virtualization for cloud architectures.  

Fit-for-Purpose 

(F2P) Cloud 

DoDôs definition for F2P is a cloud environment that meets highly specialized mission 

requirements that cannot easily be met through a General Purpose Cloud solution and is 

suitable for scaling to adopt new DoD customers at the enterprise level. Determination 

criteria include utility for mission, ease of management (including provisioning and 

reporting), and contract terms. 

General Purpose 

Cloud (GPC) 

DoD defines GPC as Infrastructure and Platform as a Service offerings that meet the 

majority of the DoDôs cloud computing needs across all Components of the enterprise 

organization. 

Hypervisor A hypervisor is software, firmware or hardware that allows multiple operating systems to 

share a single hardware host. Each operating system appears to have the host's 

processor, memory, and other resources all to itself. Each virtual representation is called 

a virtual machine. The physical hardware on which a hypervisor is running is called the 

host machine; each virtual machine is called a guest machine. 

Internal Cloud DoDôs definition of an internal Cloud is specific F2P solutions for systems and 

applications that need to operate in a private, on-premises cloud environment due to 

security or operational reasons. 

Mission Owners DoD Components and sub-components that use CSOs, i.e., The ñcloud customerò or 

CSPôs customer. Not necessarily the end user of what is in the cloud. 

Multi-tenancy A design principle allowing a single instance of a computing resource to provide 

separate environments to serve multiple client organizations. Each environment is 

virtually separated from each other and cannot view information outside of their own 

virtual network.  
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Table 1. Definition of Basic Terms 

Term Definition 

Operational 

Expenditure 

(OPEX) 

The ongoing cost for running a product, business, or system. 

Off-Premises 

(DoD) 

A facility (building/container) or IT infrastructure is Off-Premises if it is NOT physically or 

virtually on DoD owned or controlled property (i.e., On-Premises). 

On-Premises 

(DoD) 

A facility (building/container) or IT infrastructure is On-Premises if it is physically on DoD 

owned or controlled property. That is, it is within the protected perimeter (walls or ñfence 

lineò) of a DoD installation (i.e., Base, Camp, Post, or Station (B/C/P/S) or leased 

commercial space) which is under the direct control of DoD personnel and DoD security 

policies. 

OpenDataStore The OpenDataStore represents an architectural evolution. In the past, data belonged to 

and was stored and managed by applications often in semi-private data structures. In 

the future, data will be managed by enterprise data services and maintained in common 

areas accessible to all authorized users, even if the user and use is unanticipated. For 

an example of a cloud strategy using data, reference Appendix G, Cloud Data 

Guidance.  

Personally 

Identifiable 

Information (PII) 

The term PII refers to information that can be used to distinguish or trace an individual's 

identity, either alone or when combined with other information that is linked or linkable to 

a specific individual. Because there are many different types of information that can be 

used to distinguish or trace an individual's identity, the term PII is necessarily broad. To 

determine whether information is PII, the agency shall perform an assessment of the 

specific risk that an individual can be identified using the information with other 

information that is linked or linkable to the individual. In performing this assessment, it is 

important to recognize that information that is not PII can become PII whenever 

additional information becomes available - in any medium or from any source - that 

would make it possible to identify an individual. 

Physical 

Separation 

Isolation of resources is provided by hardware controls or tangible means (e.g., an ñair 

gapò). Note: used more with regard to separation of infrastructure within a facility. 

Rationalization The process of determining if an application should be refactored and migrated to a new 

platform, left on its legacy platform as-is, or sunset. 
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Table 1. Definition of Basic Terms 

Term Definition 

Service Level 

Agreement  

A section of a Cloud Computing agreement that defines the service and service levels 

being provided and sets performance characteristics. 

Site Reliability 

Engineering 

(SRE) 

The instantiation of automated System Administration functions within the cloud.  Site 

Reliability Engineering is a discipline that incorporates aspects of software engineering 

and applies them to IT operations problems. The main goals are to create ultra-scalable 

and highly reliable software systems  

Subscription 

Model 

A business or pricing construct under which a customer must pay for access to a 

product or service; typically for a specific period of time (e.g., monthly, quarterly, 

annually). 

Virtualization The means of separating the execution of software from the underlying hardware.  

Virtualization is a means to provide a software representation of a physical device such 

as a server, storage device, or network as if it were a real single logical resource. 

Virtual Machine Software emulating a physical machine. 

Virtual Separation Isolation of resources provided by software controls (as opposed to physical means). 
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2  Foundations of Cloud Computing  

2.1  Background  

The Federal government spends over $80 billion or 31 percent of its annual IT budget on redundant and 

inefficient infrastructure1. For example, since 1998 the Federal government has increased the number of its data 

centers, from 432 to 2,094, a 385 percent increase. This is the opposite of what the private sector is doing. 

Leading companies are standardizing and centralizing these services, saving billions of dollars. Cloud computing 

has the potential to save billions of dollars and increase speed to market, compared to the alternative of 

expanding dedicated agency-specific systems implementations2. 

Still, a significant portion of Federal government spending goes towards maintaining aging and duplicative 

infrastructure. Instead of highly efficient IT assets enabling agencies to deliver mission services, much of this 

spending is characterized by low asset utilization, long lead times to acquire new services, and fragmented 

demand.  

For instance, the 2012 NDAA Section 2867. Data Servers and Centers defines the requirement for ñMigration of 

Defense data and government-provided services from Department-owned and operated data centers to cloud 

computing services generally available within the private sector that provide a better capability at a lower cost 

with the same or greater degree of security.ò 

Also, on August 1, 2016, the Office of Management and Budget (OMB) issued Memorandum M-16-19, the Data 

Center Optimization Initiative (DCOI), which supersedes the Federal Data Center Consolidation Initiative 

(FDCCI) and fulfills the data center requirements of the Federal Information Technology Acquisition Reform Act 

(FITARA). 

The DCOI requires agencies to: 

¶ Develop and report on their data center strategies; 

¶ Transition to more efficient infrastructure, such as cloud services and inter-agency shared services; 

¶ Leverage technology advancements to optimize infrastructure; and 

¶ Provide quality services for the public good. 

The OMB dashboard data as of 1 May 2018 shows that the DoD has closed 202/917 or 22% of non-tiered data 

centers and 79/223 or 35.4% of tiered data centers2. The Tiered category is intended to categorize facilities that 

one might typically associate with the term ñdata centerò -- a facility filled with racks of servers.  The Non-Tiered 

category includes inefficient spaces that might contain one or only a few servers. 

Cloud computing has the potential to play a major part in addressing the inefficiencies that led to the federal 

DCOI strategy. If managed correctly, implementing a cloud-computing model can significantly help agencies 

provide highly reliable, innovative services quickly despite resource constraints3. 

                                                      

1 https://myit-2016.itdashboard.gov/ 

2 https://www.itdashboard.gov/drupal/dcoi-closures 

3 CIO Council, Creating Effective Cloud Computing Contracts for the Federal Government, Feb 24, 2012 Federal agencies must (1) 

https://myit-2016.itdashboard.gov/
https://www.itdashboard.gov/drupal/dcoi-closures
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2.2  DoD Definition of Cloud Computing 

The term ñcloudò can create uncertainty or confusion, particularly to those lacking significant experience and 

education in this area. Some areas of uncertainty include how to apply contract types to meet cloud goals, how 

the market is structured, unfamiliarity with cloud models, and disconnects between cloud requirements and 

existing agency policies. These factors create the perception of barriers and slow the adoption of cloud.  

This Guidebook defines and uses the term ñcloud computingò as defined by National Institute of Standards and 

Technology (NIST) SP 800-145, The NIST Definition of Cloud Computing:4  

 

 

Figure 1. Cloud Computing 

Cloud computing is a model for enabling ubiquitous, convenient, on-demand network access to a shared pool of 

configurable computing resources (e.g., networks, servers, storage, applications, and services) that can be 

rapidly provisioned and released with minimal management effort or service provider interaction. This cloud 

model is composed of five essential characteristics and defines three service models and four deployment 

models. 

This section provides a brief overview of the concepts of Cloud Computing. Specific technical considerations for 

each of the characteristics, service models and deployment models are found in Section 4.3 Technical 

Considerations (Engineers/IT Specialists).  

2.2.1  Essential Characteristics 

                                                      

implement cloud-based solutions whenever a secure, reliable, and cost-effective cloud option exists; and (2) begin reevaluating and 
modifying their individual IT budget strategies to include cloud computing. 

4 http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-

145.pdfhttp://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf 

http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf
http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-145.pdf
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2.2.2  Service Models  

To be considered ñcloudò the Cloud Service Models must be deployed on top of cloud infrastructure that has the 

key characteristics. Though industry sells other services such as Monitoring as a Service, Database as a 

Service, etc., these are the DoD Services definitions.  

 

Table 2. Definition of Essential Characteristics 

Characteristic Definition 

On-demand self-service Users are able to provision cloud computing resources without requiring 

human interaction, mostly done through a web-based self-service portal 

(management console). 

Broad network access Cloud computing resources are accessible over the network, supporting 

heterogeneous (i.e. dissimilar) client platforms such as mobile devices and 

workstations. 

Resource Pooling Service multiple customers from the same physical resources, by securing 

separating the resources on logical level (virtual separation). 

Rapid Elasticity Resources are provisioned and released on-demand and/or automated 

based on triggers or parameters.  This will make sure your application will 

have exactly the capacity it needs at any point of time. 

Measured Service Resource usage are monitored, measured and reported (billed) transparently 

based on utilization.  In short, pay for use. 
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Table 3. Cloud Service Model Types 

(See Section 4.1.2  Best Practices for PMs Acquiring Cloud for specific steps) 

Service Model Definition  Division of Responsibilities 

Infrastructure as a 

Service (IaaS) 

Acquire compute, storage, and 

networking capability.  

The consumer does not manage or 

control the underlying cloud infrastructure 

but has control over operating systems, 

storage, and deployed applications; and 

possibly limited control of select 

networking components (e.g., host 

firewalls). 

 

 

Platform as a 

Service (PaaS) 

Deploy customer-created applications to 

an acquired commercial cloud 

infrastructure 

 

The consumer does not manage or 

control the underlying cloud infrastructure 

including network, servers, operating 

systems, or storage, but has control over 

the deployed applications and possibly 

configuration settings for the applicationȤ

hosting environment. 

 



 

          DoD Cloud Acquisition Guidebook 

 

November 2019 - Version 1.2                      23                                          

                                                                                                                                                                                                                                                                                              

 

Table 3. Cloud Service Model Types 

(See Section 4.1.2  Best Practices for PMs Acquiring Cloud for specific steps) 

Service Model Definition  Division of Responsibilities 

Software as a 

Service (SaaS) 

Acquire a providerôs applications over a 

network. 

 

The consumer is responsible for 

managing the risk to, the quality of, and 

management of its data within the 

application. The consumer does not 

manage or control the underlying cloud 

infrastructure including network, servers, 

operating systems, storage, or even 

individual application capabilities, with 

the possible exception of limited userȤ

specific application configuration settings 

and access & management of data.  
 

 

2.2.3  Four Cloud Deployment Models 

Cloud computing services provide several deployment models, each of which provides distinct trade-offs for 

agencies that are migrating applications to a cloud environment.  NIST defines the cloud deployment models as 

follows:  

Table 4. Definition of Cloud Deployment Models 

Cloud Model Definition 

Private Cloud The cloud infrastructure is operated solely for an organization (Single Tenant). It may be 

managed by the organization or a third party and may exist on premise or off premise.  

The organization can leverage the scalability and performance aspects of cloud 

computing, but the infrastructure is isolated from that of other organizations, improving 

security and privacy. Because of their specialized nature, private clouds could potentially 

be as costly as dedicated data centers. For example, the DoD has a Private Cloud, 

milCloud, which is operated by DISA.  
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Table 4. Definition of Cloud Deployment Models 

Cloud Model Definition 

Community Cloud The cloud infrastructure is shared by several organizations and supports a specific 

community that has shared concerns (e.g., mission, security requirements, policy, and 

compliance considerations). It may be managed by the organizations or a third party and 

may exist on premise or off premise. (On-Premise means physically located on a DoD 

installation). Amazon GovCloud is an example of a Community Cloud that is available to 

Federal, State and Local Governments. 

Public Cloud The cloud infrastructure is made available to the general public or a large industry group 

and is owned by an organization selling cloud services.  Security and privacy concerns 

are heightened because any individual or organization can potentially access the same 

cloud infrastructure.  Only DoD information that has been approved for public release 

should be placed in a public cloud. 

Hybrid Cloud The cloud infrastructure is a composition of two or more clouds (private, community, or 

public) that remain unique entities but are bound together by standardized or proprietary 

technology that enables data and application portability (e.g., cloud bursting for load- 

balancing between clouds).  This model will be the most prevalent model for the DoD 

given its strategy to aggressively pursue the competitive acquisition and use of 

commercial cloud service offerings and understanding that ñone cloudô will not meet all 

the unique requirements of the DoD. One example of Hybrid Cloud is used in the 

Development ï Test ï Production software lifecycle. 
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3 DoD Approach for Acquisition of Commercial Cloud Services 

Acquiring cloud services should follow normal acquisition processes with associated systems engineering rigor. 

In other words, acquiring cloud products and services does not mean throwing out all existing processes and 

practices. This means that solid requirements definition, robust market research and other applicable actions 

should take place.  However, there is a difference in how to effectively harness commercial best practices in the 

cloud such as rate-based/consumption-based services using existing acquisition constraints. To help in these 

efforts, the following table provides suggested activities that specifically assist in acquiring cloud services.  In 

addition to the information below, Appendix C in this Guidebook provides detailed Examples of different 

Commercial Cloud Acquisition Scenarios as an effective aid in understanding common cloud computing 

requirements and walks through defining an acquisition approach and understanding associated considerations.  

3.1  Assessment of ñAs-Isò State 

In order to acquire cloud services, the organization must assess, collect, list and document their ñas-isò state. 

This will greatly enhance the organizationôs ability to communicate critical information to the cloud provider 

during the acquisition process.  These are suggested steps and activities but are not all-inclusive.  

Table 5. Suggested Steps and Activities Needed to Assess As-Is State 

Process Steps Activities 

1. Inventory current 

IT Assets 

 

¶ List servers (including VMs) and their OS plus any middleware components 

¶ List facilities where infrastructure is housed 

¶ List data connections for each infrastructure grouping and their capacity 

¶ List application interfaces and all dependent systems 

2. Inventory and 

Assess current 

Applications and Data 

¶ List names of stakeholders for each application, including owners, system 
administrators and end users 

¶ Document current physical location of host and bandwidth availability 

¶ List OS, Storage, processing, database, libraries requirements 

¶ Document Network bandwidth requirements for each application, including 
connection type (e.g., VPN) 

¶ Ensure there is an ATO for each application covering FISMA / FIPS PUB 
199 impact level and security needs and access controls and dependencies 
(e.g., Microsoft Active Directory, Method of Authentication & SSO) 

¶ Define the Life expectancy of the application 

¶ Identify the number of staff and skill set needed to maintain the application 
(admins, programmers.) 

¶ Document the points of integration between the application and other 
systems. 

¶ Define Email services, such as Simple Mail Transfer Protocol (SMTP) 
servers for receiving outbound emails generated by the application 

¶ List Network and systems monitoring tools used by your agencyôs Network 
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Table 5. Suggested Steps and Activities Needed to Assess As-Is State 

Process Steps Activities 

Operations Center 

¶ List messaging queues such as an Enterprise Service Bus (ESBs) or other 
middleware 

¶ Understand what other applications depend on data furnished by the 
application being migrated 

¶ Create a data governance plan. A sound plan includes assessing which data 
is fit for the cloud. 

¶ Analyze applications that will be moved into the cloud to determine if any 
need to be refactored, modernized, and/or certified to run in a cloud. 

¶ Assess the applicationôs current security posture; has the system undergone 
recent security testing and what are the results, could moving to the cloud 
improve application security or make it worse? 

NOTE: There is no one size that fits all solutions. Remember that not all applications 

should be moved to the Cloud. For example, if an application would have to be 

completely re-engineered to make it cloud ready, the costs to modernize the 

application are too significant to be beneficial. Also, an application may not meet (or 

may never meet) DoD security policy or security standards for on or off premise 

cloud environments. An application could have too many dependencies on other 

systems and/or interfaces or an application may be hardware dependent for failovers 

and redundancy. 

3.  Inventory Current 

Software Licensing 

¶ Ensure your organization has a software manager Per OMB M-16-12 that is 
responsible for managing, through policy and procedure, all agency-wide 
commercial and COTS software agreements and licenses. Ensure you 
understand the details regarding licenses and software origin.  Some CSPs 
write their agreements where they require a license per vCPU.  Oracle is an 
example of this type of agreement.  

https://www.whitehouse.gov/sites/default/files/omb/memoranda/2016/m-16-02.pdf 

¶ List Software licensing model (e.g., seats, servers, clients) for all 
applications, including cost and length of term. 

4. Document Current 

Network  

¶ Ensure network architecture is documented and understood, especially 
connection points and boundary management.  

¶ Determine whether there is sufficient connectivity, bandwidth and 
redundancy to support cloud services. An organization may have to make 
network upgrades to acquire commercial cloud services.  

5.  Define IT 

Governance 

¶ Ensure current configuration management policies covering how current 
compute resources are provisioned and allocated across the departments of 
your agency are documented. 

https://www.whitehouse.gov/sites/default/files/omb/memoranda/2016/m-16-02.pdf
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Table 5. Suggested Steps and Activities Needed to Assess As-Is State 

Process Steps Activities 

6. Consider Agency 

specific Legal/ 

Compliance 

Requirements 

¶ Ensure the PMO has the ability to maintain data per the records schedules 
and the ability to search and hold IAW FOIA and E-discovery.  

7. Plan for Change 

Management5 

¶ Establish a change management strategy to successfully migrate to the 
cloud and identify the staff needed for implementation. If the organization 
has solid IT Service Management (ITSM) processes in place for Asset 
Management, Configuration Management, and Change Management, then 
this activity will be much easier to manage.  If not, reference the DoD 
Enterprise Service Management (DESMF) policy and guidance for best 
practices.  

8. Accomplish 

Workforce Planning 

As agencies adopt cloud platforms and related technologies, they should ensure that 

their staff has the skills necessary to transition to working in the cloud environment. 

Specifically, as part of their cloud readiness strategy, agencies should:  

1. Identify their cloud skill needs beyond cybersecurity considerations; and 

2. Demonstrate how they will retain, recruit, and reskill staff with these necessary 

skills 

 

3.2  DoD Specific Requirements to Acquire Cloud 

Once an organization accomplishes the analysis of their ñas-isò state, the organization must understand the 

specific DoD requirements that impact their ability to acquire cloud services in the ñto-beò cloud environment. 

The following activities are DoD specific requirements.  

3.2.1  The DoD Chief Information Officerôs Memo from December 2014 

This memo, Updated Guidance on the Acquisition and Use of Commercial Cloud Computing Services6, identified 

5 activities when acquiring cloud services that need to be accomplished:  

                                                      

5 General Services Administration (GSA), Cloud Readiness, Preparing Your Agency for Migration ï Data Center Optimization Initiative 
(DCOI), April, 2018. 

6 DoD CIO Memo, Updated Guidance on the Acquisition and Use of Commercial Cloud Computing Services, December 2014, 
http://www.esi.mil/contentview.aspx?id=585 

http://www.esi.mil/contentview.aspx?id=585
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3.2.1.1 Activity 1: Perform an IT Business Case Analysis (BCA)  

Each use of cloud services must be analyzed using the Enterprise IT BCA template that is explained in an earlier 

DoD memo: Use of Enterprise IT Standard Business Case Analysis.7 

 

Figure 2. IT Business Case Analysis 

¶ Keep in mind that a BCA is not a requirements validation process. The purposes of the BCA are as 
follows: 

o Ensure a consistent approach in IT investment analysis. 
o Facilitate comparison of alternatives. 
o Clearly define expected costs, benefits, operational impacts, and risk. 

¶ The major components of a BCA are: 
o Cost and economic viability 
o Requirement satisfaction/ completeness 
o Operational benefit (qualitative) 
o Risk assessment 
o Conclusions and recommendations 
o Balance cost effectiveness with operational benefit 
o Funding type and sources 

¶ Each use of cloud services must complete an Enterprise IT Business Case Analysis (BCA) 

¶ The BCA must be approved by the Component CIO, or designee, with a copy submitted to the DoD CIO 

¶ Follow Component direction on completing the BCA 

¶ DISA provided services must be considered as an Alternative in the BCA  

3.2.1.2 Activity 2: Apply the DoD Cloud Computing Security Requirements Guide (SRG)  

                                                      

7 DoD CIO Memo, Use of Enterprise Information Technology Standard Business Case Analysis, October 23, 2014: 
http://www.esi.mil/contentview.aspx?id=586. 

http://www.esi.mil/contentview.aspx?id=586
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Figure 3. Security Requirements Guide (SRG) 

Understanding the SRG8 is crucial in acquiring cloud services.  Commercial companies and Government cloud 

providers are authorized to provide cloud offerings for different levels of data.  The definitions for these data 

levels are laid out in the SRG. There are now four levels of data that are used as the framework for authorizing 

cloud providers. They are IIL 2, 4, 5, and 6.    

¶ All DoD data is important, but not all data needs to be equally protected 

¶ Information Impact Levels (IILs) consider the potential impact should the confidentiality and integrity of the 
information be compromised 

Once an organization understands their data level(s), they can accomplish market research to determine which 

Cloud Service Providers (CSPs) are authorized to provide Cloud Service Offerings (CSO)s for those levels.  The 

CSPs are authorized through the FedRAMP process outlined below. The FedRAMP process is a cybersecurity 

process similar to the DoDôs Risk Management Framework.  

                                                      

8 Department of Defense, Cloud Computing Security Requirements Guide, March 6, 2017, 
https://iasecontent.disa.mil/cloud/Downloads/Cloud_Computing_SRG_v1r3.pdf. 
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Figure 4. Information Impact Levels (IIL) 

First a CSPôs Cloud Service Offering (CSO) has to be authorized to be able to provide services to the Federal 

Government through a program called Federal Risk and Authorization Management Program (FedRAMP 

https://www.fedramp.gov/). 

¶ For cloud products and services used by the Federal Government, FedRAMP is the program that provides a 
standardized approach to: 

o Security assessment 
o Authorization 
o Continuous monitoring 
o OMB policy requires Federal departments and agencies to use FedRAMP approved Cloud Service 

Providers (CSPs) and share Agency ATOs with the FedRAMP Secure Repository. The concept is to 
ñDo Once, Use Many Timesò. This means that each organization wanting to acquire cloud services 
from a CSP wonôt have to mandate that organization provide evidence that the company or 
organization complies with the applicable NIST security controls. 

¶ Once a CSP has successfully received a FedRAMP Provisional Authorization (PA) from a certified Third-
Party Assessment Organization (3PAO), there is an additional step needed in order for the CSP to be 
able to provide services to DoD organizations for data at IIL levels above level 2.  There are an 
additional 32-48 controls, depending on the Impact Level of the requirement, that have to be assessed 
for CSPs to be able to provide services for other than public facing data. If a DoD organization only 
requires services for data at IIL 2, then a FedRamp PA is sufficient to provide to an Authorizing Official 
to make an ATO decision.  

¶ FedRAMP+ is the concept used in order to meet and assure DoDôs critical mission requirements 
o Leverages FedRAMP assessment 
o Adds additional specific security controls and requirements (ranging from approximately 32-48 

controls depending on the impact level) 

¶ DoD Provisional Authorization is an acceptance of risk based on an evaluation of the CSPôs Cloud 
Service Offering (CSO) and the potential for risk introduced to the DISN 

¶ DoD PAs are granted by DISA to the CSP for a CSO, not for a CSP 

https://www.fedramp.gov/
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¶ If a CSPôs CSO (e.g., SaaS) leverages another CSPôs CSO (e.g., IaaS) then the DoD PA for the former 
includes inherited compliance for the latter. 

¶ The following web site is where the current status for CSPs are located: 
https://www.fedramp.gov/marketplace/compliant-systems/  

Note: Security assessments performed under FedRAMP and FedRAMP+ do not include the DoD mission owner 

application residing in cloud services. Programs should plan to conduct cybersecurity test and evaluation of their 

application in the CSO environment under the contracted shared security model.  For more information, refer to 

the DOD Cybersecurity T&E Guidebook v2, April 2018; Addendum: Cybersecurity T&E of DoD Systems Hosted 

on Commercial Cloud Service Offerings 

3.2.1.3   Activity 3: Use Commercial Cloud Services that have a DoD Provisional 
Authorization (PA) and Obtain a Component Authority to Operate (ATO) 

Each CSO must be granted a DoD PA in order to host DoD mission systems data. CSOs possessing a DoD PA 

are listed in the DoD Cloud Service Catalog. The responsible Authorizing Official leverages the DoD PA 

information for IIL levels 4-6 and the FedRAMP PA for IL 2, supplemented with an assessment of the risks within 

the Mission Ownerôs responsibility, in granting an Authorization to Operate (ATO). Authorizing Officials use the 

Risk Management Framework to issue an ATO.  Figure 56 depicts this process from the top down. 

 

Figure 5. ATO Process 

 

https://www.fedramp.gov/marketplace/compliant-systems/
https://disa.deps.mil/ext/CloudServicesSupport/Pages/Catalog-DoD-Approved-Commercial.aspx
https://disa.deps.mil/ext/CloudServicesSupport/Pages/Catalog-DoD-Approved-Commercial.aspx
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3.2.1.4   Activity 4: Use an Approved DoD Boundary Cloud Access Point (BCAP) and 
Cybersecurity Service Provider (CSSP) to Protect Sensitive Data 

 

Figure 6. DoD Boundary Cloud Access Points 

¶ A DoD Boundary Cloud Access Point (BCAP) is a system of network boundary protection and 
monitoring devices, otherwise known as an Information Assurance stack, through which CSP 
infrastructure and networks will connect to the DISN.  

¶ With Controlled Unclassified Information data (Ireferred to as Level 4 and Level 5, a BCAP is required 
between the DISN and the CSO. 

¶ The BCAP is used to protect the DISN, and systems, information and users residing on the DISN from 
attacks that may be launched from within a compromised CSO.The BCAP facilitates protected 
connections between users on a DoD network and systems/applications on the CSO. 

¶ DoD BCAPs will provide the following generalized functions: 
o Intrusion Detection/Intrusion Protection 
o Data Loss Prevention 
o Full Packet Capture 
o Network Routing/Switching 
o Network Access Control to CSPs 
o Next Generation Firewall 
o Application Firewall 

¶ The Cybersecurity Service Provider (CSSP) provides cybersecurity services and Command and Control 
direction addressing the protection of the network, detection of threats and response to incidents 

¶ DoD PMs must ensure that CSSP processes are in place and functional for their application prior to any 
transition to or use of a CSO 

3.2.1.5   Activity 5: Apply the Defense Federal Acquisition Regulation Supplement Rule 
to Commercial Cloud Contracts 

¶ DFARS, Subpart 239.76 Cloud Computing 
o Policy and Responsibilities 

- Required storage of data within the US or outlying areas 
- Solicitation provision and contract clauses (252.239-7010) 

¶ The contractor shall maintain within the United States or outlying areas all government data that is not 
physically located on DoD premises, unless the contractor receives written notification from the 
contracting officer to use another location. 

https://www.federalregister.gov/articles/2015/08/26/2015-20870/defense-federal-acquisition-regulation-supplement-network-penetration-reporting-and-contracting-for
https://www.federalregister.gov/articles/2015/08/26/2015-20870/defense-federal-acquisition-regulation-supplement-network-penetration-reporting-and-contracting-for
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¶ The contractor shall provide the government with a list of the physical locations which may contain 
government data within 20 days. Updates are required on a quarterly basis. 

¶ The U.S. government restricts the transfer of sensitive or classified data (such as sensitive technology 
information and information that could potentially affect operational security) to locations outside of the 
control of U.S. companies or the U.S. government 

¶ There are specific rules for the locations of data processing centers based on the IIL of the data: 
o IIL 2 and 4 must be hosted at locations in the U.S., U.S. territories, or on DoD premises per the 

Status of Forces Agreement (SOFA) unless the location is authorized by the AO 
o IIL 5 must be hosted at locations in the U.S., U.S. territories, or on DoD premises per the SOFA 
o IIL 6 must be hosted at locations authorized for classified processing 

Note: Appendix A: Representative Example Contract Clauses provides additional contracting clauses and 

language that may be applicable to an organizationôs cloud acquisition.  

3.2.2  DoD Secure Cloud Computing Architecture (SCCA) and DISAôs Secure Cloud 
Computing 

The DoD Secure Cloud Computing Architecture (SCCA) provides a standard approach for boundary and 

application level security for impact level four and five data hosted in commercial cloud environments. 

The portfolio includes four services: boundary, application, and management level security capabilities with 

onboarding and service requirements found at https://www.disa.mil/About/Our-Work/Mission-Partners. 

More technical details on SCCA and the DoD Cybersecurity Reference Architecture can be found in Sections 

4.3.5 and 4.4. 

  

https://www.disa.mil/About/Our-Work/Mission-Partners
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4  Information Tailored for Specific Roles and Responsibilities 

4.1 Program Managers Roles and Responsibilities 

4.1.1  DoD Cloud Computing Strategy  

Program Managers should read and understand the DoDôs Cloud Strategy published in December 2018 in order 

to understand the DoD strategy moving forward. (See Appendix F: References) 

The overview states the DoDôs Cloud Strategy ñoutlines a path forward to an achievable objective: A 

Department-wide enterprise cloud computing ecosystem that allows us to revolutionize how we interact with 

technology every day. We will establish a multi-vendor, multi-cloud ecosystem that includes a combination of 

General Purpose (GP), Fit-for-Purpose (F2P), and Internal cloud environments hosted on and off premises 

across all classification levels. This will lay a foundation that will allow the DoD to maintain strategic advantage 

and information superiority and to fight with speed and agility by harnessing the power of the Departmentôs data 

and systems. This is the realization of cloud computing: the ability to do more with moreðto organize, analyze, 

secure, scale, and ultimately capitalize on critical information.ò 

The strategy also provides a vision for how the DoD is moving forward with an enterprise GP cloud pathfinder 

called the Joint Enterprise Defense Infrastructure (JEDI) Cloud. From an acquisition perspective, this will be a 

single award Indefinite Delivery/Indefinite Quantity (IDIQ) contract and is currently planned to be awarded in 

CY19. More information on JEDI is found in this Guidebook in Section 6 Existing DoD Contracts and POCs. 

It should be clear that the DoD cloud acquisition strategy is more than just the JEDI pathfinder contract.  

The diagram below depicts the strategy for moving from the current disjointed state to an optimized enterprise 

cloud environment. It identifies the assessments that will need to be performed, including both systems currently 

in cloud environments as well as those in physical DoD data centers.  
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Figure 7. DoD Pathfinder to Hybrid Cloud Environments and Multiple Vendors 

 

4.1.2  Best Practices for PMs Acquiring Cloud 

In addition to the DoD CIO required 5 activities listed in Section 3 DoD Approach for Acquisition of Commercial 

Cloud Services and the strategy briefly discussed above, the following is a list of activities recommended for 

PMs in acquiring cloud services.   

1. Select the appropriate Cloud Service type: Choose the appropriate cloud service type and 
deployment model based on a complete understanding of your requirements and especially data impact 
levels. Is the requirement for IaaS, PaaS or SaaS? Is the requirement for a private cloud, public cloud, 
hybrid cloud? Is your data requirement at IIL 2 (Low/Public) or IIL4/5? 

2. Understand CSP and End-User Agreements: Terms of Service and all CSP/customer required 
agreements need to be integrated fully into cloud contracts. There are several places in this Guidebook 
to find suggested contract language to meet specific requirements.  

3. Define a Service Level Agreement (SLA) or use SLA within a PWS as a Service Delivery 
Summary: SLAs need to define performance with clear terms and definitions, demonstrate how 
performance will be measured, and what enforcement mechanisms will be in place to ensure SLAs are 
met. Appendix B: Example Service Level Agreement (SLA) Checklist provides a comprehensive SLA 
checklist to aid in defining service levels.  

4. Define CSP, Agency, and Integrator Roles and Responsibilities: Careful delineation between the 
responsibilities and relationships among the DoD agency, integrators, and the CSP are needed in order 
to effectively manage cloud services. This is especially true for Cybersecurity Service Provider (CSSP) 
roles and responsibilities.  More information on recommendations for those roles can be found in Section 




















































































































































































































































































































